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((Headi11g s, 
Block Label)) 
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(C//REL}PROCEDURAL GUIDELINES FOR 
SIGINT PRODUCTION ON 

U.S.I llfiELD EXERCISES 
· .. 

:to collection and dissemination ofSlGINT 

The purpose is to enable elements of the :s~GINT production chain to: .... 
:: 

··., .. ,::: ... 

• Understand the distinctive set ofrespoh~ibilitics for these event.~( 
• Execute prepflratoryprocedures in ti}Cright timeframe, .:/' 
• Ensure compliance with law and policy, · . .,:--
• Optimize reporting,. .,. 
• Dis~emihate proquct. appropriately, and .... 
• I I ...... ·.· .. ·.·.·.· .......... .. ................................ 

(b) (1) 
(b) ( 3) - P. L. 8 6-3 6 
(b) (3) -18 usc 798 
(b) (3) -50 usc 3024 (i) 
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(U) Scope 

SEtRETHCOivHNTh'REL TO USA~ FVEY 

T~ese guidelines pull together pertinent provisions from.severalseparateU.S. 
SlGINT Directives (USSlDs), policies, and directives, and define procedural 
steps fortheirpractical application in a timely fashion. 

(U/(PQUO) Cautionary NQte: These guid.elines pertain to a<:tual. 
SIGINT production tespondingto real Infonnation Needs (INs}in the 
National SIGJNT Requin:ments Process (NSR:P) .. These guidelines do 
not pertain to "ExerciseSIGINT' which is simulated, serves the 
artificial exercise scenari(), and has no vaJigity as intelligence (see 
USSlDs SP0018. ANNEX C, andC:RI221_). 

/Is// 

WILLIAMM. CRUMM 
Signals Intelligence Director 

DISTRIBUTION: 
Signals Intelligence Ditectorate (ail organizations) 
SIGINT Enterprise; Field, (all organizations) 
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(U) Background 

······· .. 

,~m:~:L; B6-a6 
(b) \.3) -18·-QSC 7 98 

SECRET''CO~ 1H'T1iREL TO us ... F' TE'' " ~ ..; .ltV . <1 I I · 11:~ .. v 1 

(lJ) BACKGROUND 

1. (S,~'f;;I,~1RBL). .. JJ.S,J !exercises provide\vindows of 
opportun:it§ for unique SIGINT production. Exercise related 

··· .. c.ommunicationsl I 

(bl (3·.) -so u·sc--.. ~024 (il ··.. ·· ... ·. ·. 

·. 
·. 

·· ... 

(U) Policy 
Summary 

· ... 

···· ... 

· .. , .......... . 

2 
,.,.. ,,..~··;·;~·2r-: 

• \Uf · ~--"·''"·~-~, 

·· .. 

(U)POLICY 

3. (U//FOUO) This. policy is. intended to facilitate early a(lticipation and 
enable informed .ex~cution ofeach special preparatory step for 
SIGINTcollection.for thistypcofexercjsescertario. This guidance is 
i11tended. for:any U.~.· SI(HNT System (l)SSS}elementinvolved -­
including Cryptologie representatives at U :S. Combatant Commands 
(COCOMs), Second P:~rtY liaison offices, and Target.Offic<;Js of 
Primarylnterest(TOPis)"- to enable them to work in time and in 
conceitto navigate procedural requirements. 

SECRET/fCO~HNT//IU::L TO USA. FVEY 
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(p) Policy 
Guidance and 
Procedures 

SECRET//COrvHNT//RELTO USA, FVEY 

4. (U) The following s<;:c.tions .. ofrelevant poli9y providet)le primary 
guidance and procedures that apply for conditions covered under this 
guidance. 
• (U) US SID SPOO 18. Annex 1-1, speCifics approval channels for 

consensual·collection and dissemination ofSIOINT onl):s .. 
persons andptovides "Corisent Agreement" forms for SIGINT 
coverage that include specifications on dissemination of derived 
reporting .. 

• (U//F.QUO)Both USSilJSPOOIX,Sqction7, and lJSSIDCRI400, 
Section 3, address dissemination of the identities Of U.S. persons. 

8 tc~tC<T ""'. . 
············· ········· ····················· .. ,,. ., .. ,..,.,....~;··· I 

ThfTi.}::::_ ...... 
(b) (3) -i?·:-·t·;···-86.:::_96 
(b) (3) -18 usc 79·a--········-............ . 
(b) (3) -50 usc 3024 (i) 

• (U//FOUOJ'The Oversight and Compliance Manual ''U.S. 
ltlc.ntitics in.SKJINT CU)" provide~ additional guidance on 
dissemination ofthe identities of U $. and Second Party persons in 
SIGINT. 

--~-----~----------------~~---~ 

(U) Procedures 

(U) 
Information 
Needs (IN) 

{U} PROCEDURES 

5. (U/ff..OUO? Th.i.s- section lays out procedural steps to accomplish USSID 
ot poli6yrequisitcs for collection and dissemination on aU;S.I _...fhJ''(3+jP. L. 86-36 

field exercis~ ofintercst, namely: // 
• documented cus'tqiner requirements/needs; _.....-··/ 
• spcciaLauthorizationsfor collection, -' / 
• reporting on U.S. persons! 1-'~~q/ 
• dissemination constraints, i 

6. (U//f0U9tEnsurivg a basis oflnformation Need(s).: .T,he unique 
intelligence gathering opportunity .ofa U :s.1 !exercise is only 
SIGINT exploitableifthere is an applicable IN(s) in theNS.RP. 
Cryptologie Services. Grqups ( CSOs) are positioned to both understand 
the pm1icular exercise-related intelligence requirements of their 

SECRET//COJ\HUT//REL TO USA. fVEY 
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Tb.i ( 3) - p. L. 8 6-3 6 

(U) Collection 

SECRET' ~cor i Pc;JT ~~Rrt TO USA p-.: 'E" 

cu~tonwrs and to nelp customers articulate any new requirements in the 
NSRP as INs. Follow the steps below to submit a Limited Focus IN to 
cover the specific exercise. Be sure to take note .ofthe timeline 
applicable. 

• (U!/FOUO) As soon as the dates are established for the exercise, the 
cust()m.er, assisted l:>y the C\ppropriate CS(i .should begin drafting a 
Lhnited Focus.IN. The Limited Focus IN is meant to cover specific 
events and issues. Obtaining SJG!NI..onJ !exercises may 
require develqpmentlr.e.loaatio1i.ofcollection assets, 
establi~hmei1tli11iJ)i~o·vement ofdataflow and processing, and/or 

...... ············m:anpower adjustments. It may not be possible to address INs 
·· submitted close to the exercise start date. 

• (U//:fOTJQ) Research with.in NSRP the existingiNs which alrec:~4Y 
address the area/entities ofconcern for the specified exercise. If 
assist•mce is req1,1ired on how to create queries inNSR.P, email DL 
nsrpteam('i:/).nsa.ic.gov. Reference related IN number(s) in the new 
Limited Focus IN. · 

• (U//POUO) The customer nmst payattention to the SIGINTpriqrity 
a$signed per th~ir National Intelligence. Priorities Frameworktable 
choices. lfthe SIGINT priority is ·low and the customer cannot 
justify an upward change ofprjority; the.SIGINT system may not 
have the resources to support the exercise. It is the customer's 

- responsibility to seek a higher priority. 

• (l.J//¥0'(:10) ;rhe. c~Jstomer then submits the IN ·for validation; 
Customers shouldplanthat the validation process will typiCally 
r~quireaJleasf~ weeks before the IN is levie.d uponNSA. (Note: 
INs can he submitted months before the scheduled event). 

• (U/IfOUOj-The customer should request a Level of Effort {LOE) 
statement with a suspense .dat~ that is no soo_ner than 14 <.lays from 
the.-date-of Final National Validation for. the IN. The LOEis 
intended to Shape customer expectations. and. serve as a jumping off 
point for further discussion. 

• (UI/fOUO} As the actual dates of the exercise approach or changes 
to the customer need are recognized, a new version of the IN should 
he immediately created and submitted to reflect these clumges.and 
give the SlGINTsystem the greatest opportunity to adjust to meet 
the revised need~ 

7. (U//.EOU07"Collection -Step A. U.S. Consent Forms: The TOPI is 

SECRET//COIMl~fl'//RCLTO USA~ FVE't' 
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responsibleJor determining whether it may be neces.sary to collt!Ct U.S. 
communications to get adequate SIGINT on the applicable INs during 
tgel lexercisepfinterest. Follow the steps below for consent 

... ······formsto co11ect and disseminate on U.S. persons' communications 
.. ·· ···· during the exercise. Again, for successfhl planning, be sure to take note 

.. ···· .... of the time required for each step . 
... ···· 

... ·· 
.. ··· 

.···· 

... ·· 
.. ·· 

.... ·········· 
.. ····· 

(b) (3)-P.L. 86-36 

············ 
······· 

··r-£h:::( 1")-····························· 
(b·}--{:i-r·~·P. .... L. a·cs·:·3 .. 6 ....... ············· ···· 
(b) ( i"i--::-18···usc .. .798 
(b) ( 3) ...:·s·o._usc 3'024 . .(~_) 

···· ... 
·· .. 

·· .. 
···· .... 

·· .. 
···· .... 

8. CW/FOUO) Individuals giving consent to NSAto collect and 
disseminate foreign communications. about theiractivities mustsubmit a 
sig11ed consent.form (seeUSSID S POO 18, ANN EX H). A justification, 
drafted by. either the individual giving consent or the person • requesting 
consensl,Jal ccillectiqn Of a u.s. person; must accompany the signed 
consent form and should address the following: 

• identity ofand-sufficient.infom1ation about the pei"son(s) giving 
consent, 

• mission~related purpose of the request, 
• locationofactivity in which person(s)giving consent will be 

involved, 
• time period tor consensual collection, 
• TQPI proyi((ingSIGINT sQpport for the activity, and 
• Organizations, ~gencies, individuals authorized to receive SIGJNT 

reports related to cons.ensual collec::tion. .. . . . ............. (b) ( 3 ) _ p. L. 8 6_ 3 6 

9. (U//FQUO) The signed COIJ.Sent.:f.or.m··~t:l·the]~stificationmust be -...., 
submitted via se_~~r.~.emai:ho])L CONSENSUAL or secure fax I ··1 

I l·sYdrafts the dOCUlJ.lentation tbr coordinatipnand approval. 
The process typicallyrequiresJO days to complete. D/DIR is the final 
approval authority for consensual co1lection. 

10. r'r- '':'m::O'-
.......... : ..... .. 

·········· ... 

·· .. 
·· .. 
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... ······1.__ ______ _. 

.... ·· 12. (CHSbVR£:1;;).:., 
.. ·· 

.. ······· 
··········· 

······· 
.... ····· 

''f~;l::·\::1.) ...................... .. 
~~·i··.;:~·}··=.ia L ~s~·6;·~·~ ........... .. 
(bl d··J.-s·o·· .. usc 3024 (il 

·... ··-..... . 

·· ... 
··., 

·· .. 
···· ..... 

·· .. 

·. 
·. 

•, 

·· ........ . 
·. 

· . 

·· ... 

1'········ .... 

1'3 tr..··~·~:~·-,: .-----------------------..... . \~.··~"':'/ 

.-i t lY"'Io ...-. ...-

,'-'1, .,., .... ....,). 

REQUESTP.ROCEDURES AND SCHEDULE FO~ (;OLLECTION 
60 days prior 3.0 · days prior Atl~~st14 

Action days prior 

For collection on U.S. 
partiCipants: TOPI 
submits email of signed 
consent forms and X justifications· to DL 
CONSENSUAL 
(Oversight and. ., . 
Compliance) 

SrCRfT"CO)L1H'T 11RfL TO USt F~'E" .~ • .. _J II .. .v '4 I I . -· ~ ~\ ~ V I. 
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(U) Analysis 
and Reporting 

(b\l. ( 1) 
(b)\ .. (3) -P. L. 86-36 

--s~.+-"E+-C=+RHE~_,T~,H'/~CT-0~.f\-/1vi~+I~NRTF-r/~/R~.'"E+L...:T~·FQ~UH .. ~s:-t.A~~_,F~''~{i"lf::..:!~e'r,.:...· ~~~l i\~l =;~ ~;~ ;;~4 (il 

(C//IillL) 

14. (lJ/~¥QUO).Analyf)is.and.~eporting: .SlGINT policy on handling U.S; 
identities inSIGINT reporting can befound in: 

• USSIDSP0018, particularly sections.4throilgh 7; 
• USSID CR I 40(), section 3 (which also addresses handling of Second 

Pa11y identities); and 
• "U;$. 1dcntillcs in SIGINT" manual. 

15. The lnfonnation Sharimr Services organiz.ati0n provides a. co1lection of 
usefulreference·inforrrtation onthistopic in "The·USSJD SPOOlS 
Corner" which inc~uqes guidai}ce.on Se<:;o.nd Party identitie$. These 
resourcesare·applied and reinforced by know1edgeableSIGINT 
reporters in manyentitie!) across the SlGINT enterprise who~ jfltheir 
dailytasks, observe protective processes and procedures for references 

...... ..... ....... .... ....... toU.S. personsin SIGINT report preparation. Forissues in reporting on 
(b l ( 3 l-P • L • .... 86-·36· ................... -U:$-~ Fxercises, the first approach for resolution lies in direct 

utilization of these documentary and collegial resources. 

-----------------·-----·"--···--·----

3ECRET ''COf 11NT "'R:FL TO 0Sf f'/f" 



ACLUvNSA-13-9198-NSA00099

DOCID: 4145833 

(U) 
Dissemination 

SECRET //COMINT I /REL TO USA, FVEY 

16. (U//FOUO)Dissemination: Consent fom1sJor collection ofU .S. 
persons' commtmications also include space for c()nSent for 
dissemination to specifically listed entities; While there may l:>e only 
one extcma:t customer responsible for requesting the specialSlGINT 
effort 011 a l!:~.S-1 jexercise, SIGINT reporting policy does not 
penn_i.tJimiting product dissemination to only one recipient Once the 

.... consent form has been properly filled out, and a request tor guidance 
··· has been submitted, Information Sharing Services, Pre':'publication 
........... ~.Qrv.icesl lwm, in canjuncti()n withthe appropriateTOPJs, 

····: ....... ····························· ···· ····· ······· provide exercise specific guidance for analysts and reporters. Unless 
.. (b::l · ( 3 l _ p. L. 86-36 otherwise limited, these reports will be addressed,.at a 111ipimum,to. 

ODNI and DEPT ofDEF,includingthe participating COCOM 
Conirriander(s). Any special handling instructions requested by either 
the participants or the TOPI(s) can be incorporatedinto. the guidance, 
to insure consistency of coverage. The guidance wi11 include at a 
minimum, the following infonnation: 

• Start and end dates ofexercise 
• Start and end dates of coverage (usually longer) 
• Information on the type of exercise being conducted 
• Terrorist11/threat reporting guidance and distro instructions (if 

applicable) 
• Geperal reporting guidance and distro suggestions 
• Pertinent JNs 
• Sensi-check guidance (if applicable) 
• IPO caveat guidance (almost always, from now on) 
• Te.rms of the consensual collectiop/dissemination agreement 
• Points Of Contact (TO Pis and RPG) 

----------------~.'~~---0-bb·-·------------------------------
(U) GLOSSARY 

, I I _., v r I _ . .~ · 7\:c; V .J I. 
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(U) Host 
Nation 

(U) Hos~ 
Nation Signals 

SECRFf'zC()f HHT 11REL TO US~ F' 7[" " " • ..J I I . . \1 . - I I . . ' ' ' .~\ ~ . , .-1 .i 

17. (0//REL) US SID SP0009, dated 22 February 2006 defines ''Host 
Nation" as: 

"The UnitedNations..,rccognized foreign nation on whose territory 
(inchiding,soil, territoriaLwaters, or.air~pace) a U.S .. SIGINT 
operation has been established, to which a temporary orpcrmanent 
mobikUSSS asspt maybe.deployed, or in which a·l).S. SIGINT 
activity is being conducted with the approval of thatgovemment. The 
specific U.S. SlGINT mission may be declared or undeclared 
officially to the host govenunent. For mobile operations, "host nation" 
is defined as the foreign country in which a mobile SJGINTpJatfortn 
is either based or visiting either in a dec::lared or undeclared statuswi.th 
the general knowledge and/or approval of that nation is government."· 

18. {C//Itf!L) Within the SIGINT Community, the usage of the tem1 "Host 
N~tion" genert:~llyexcludes Secpnd Part)' cotmtries, to which USS ID 
SP0009·does .. not apply. Most Third Part)'SIGINTpartner countries 
fall under the provisions ofUSSrD SP0009. 

19

1 

(G'ISII/R£Ll Host nation signals I 

,•' 

//I 
.· .. · 

(b) (1) 
(b)(3)-P.L. 86-36 
(b) (3) -18 usc 798 
(b) (3) -50 usc 3024 (i) 
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